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Windows 11 version 22H2 Moment 3 release notes. Minor changes. 
 
Microsoft enhances Windows 11 Phishing Protection with new features. It detects the copy and paste of 
a user’s Windows password and warns the user. 
 
Windows 11 is getting a built-in passkey manager for Windows Hello. See below for more about 
passkeys. 
 
Windows 10/11 timeline 

 
 
 
The Windows 11 taskbar is centered by default. It can be changed to the left by going to 
Settings | Personalization | Taskbar | Taskbar Behaviors | Taskbar Alignment.  
 
Windows 11 Setup Tips for Businesses (PDF).  
 
For Windows Surface devices that suddenly found the integrated camera didn’t work, Microsoft has 
released new drivers to fix the issue.  
  
You may have noticed that Outlook e-mail links now open in MS Edge browser by default. You can 
change it to your preferred browser. 
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https://support.microsoft.com/en-us/topic/july-11-2023-kb5028185-os-build-22621-1992-605fa18f-bd49-41d8-80b1-245080e26c3d
https://www.bleepingcomputer.com/news/microsoft/microsoft-enhances-windows-11-phishing-protection-with-new-features
https://www.bleepingcomputer.com/news/microsoft/windows-11-is-getting-a-built-in-passkey-manager-for-windows-hello/
https://www.askwoody.com/wp-content/uploads/2023/06/Windows-11-Setup-Tips-for-Businesses.pdf
https://learn.microsoft.com/en-us/windows/release-health/status-windows-10-22H2#3108msgdesc
https://support.microsoft.com/en-us/topic/outlook-emails-open-next-to-web-links-in-microsoft-edge-b0e1a1c1-bd62-462c-9ed5-5938b9c649f0


 

 

 

 
Select “File > Options > Advanced > File and browser preferences” and choose your preferred browser 
from the dropdown menu. 
  

Reminder: Microsoft products reaching the end of support on October 10, 2023: 
• Windows 11 21H2 (22000) Home and Pro.  
• Windows Server 2012 and 2012 R2. 

 
Microsoft has a new default font for its 365 Office apps: Aptos. It replaces Calibri. 
 
Make sure any new computer has enough RAM. The minimum is now 8GB. 16GB+ is strongly 
recommended — costs have come down. As mentioned last month, get a larger SSD (hard drive) than 
needed - it will extend its life. 
 
AWS is now charging for IPv4 addresses. 
Prices for public static IP addresses may increase with ISPs. 
It has been four years since we officially ran out of IPv4 ranges to allocate.  
 
Twitter changes logo to “X” from the bird. 
"The change will be very confusing to a huge chunk of Twitter’s audience, which has been already 
souring on the social platform given a slew of other major changes Musk has made.."  
Asked by one user what tweets should be called now that Twitter has rebranded, Musk responded: “x’s.” 
Twitter’s valuation has dropped to less than half  the October 2022 purchase price.   
 
Meta’s new app, Threads, launched in July. 
 
Evernote lays off entire US staff . 
 
After the merger with Google Maps division, Waze has layoffs. 
Mergers and shutdowns are common at Google. Google said Stadia "is not shutting down" two months 
before announcing Stadia would be shut down. 
  
SwitchBot has some interesting smart home gadgets. 
  
NASA Launches Beta Site with On-Demand Streaming. 
 https://beta.nasa.gov/    
Also, check out https://climate.nasa.gov/ 
 
 YouTube Premium is now $13.99 per month. 
Netflix kills Basic plan, making its cheapest ad-free tier $15.49. 
  
Android phones can tell you if there’s an AirTag following you. 

https://learn.microsoft.com/en-us/lifecycle/end-of-support/end-of-support-2023
https://www.theverge.com/2023/7/13/23793428/microsoft-aptos-new-default-font-office-365
https://www.theregister.com/2023/07/31/aws_says_ipv4_addresses_cost/?utm_medium=share&utm_content=article
https://www.ipxo.com/blog/ipv4-price-history/
https://apnews.com/article/elon-musk-twitter-logo-x-bird-d58758cdd3f8441e7d2c8d3ac827ba90
https://twitter.com/elonmusk/status/1683365872323133442
https://www.wsj.com/articles/elon-musk-says-twitter-will-change-its-logo-to-x-5f73c349
https://apnews.com/article/meta-threads-app-twitter-rival-instagram-1cbb80596dbc06482d982482544ebee2
https://arstechnica.com/gadgets/2023/07/evernote-the-memory-app-people-forgot-about-lays-off-entire-us-staff
https://arstechnica.com/google/2023/06/waze-googles-other-mapping-app-gets-hit-with-layoffs/
https://arstechnica.com/gadgets/2022/09/google-stadia-officially-shuts-down-january-2023-will-refund-game-purchases/
https://us.switch-bot.com/
https://arstechnica.com/gadgets/2023/07/switchbot-is-the-smart-home-stuff-i-recommend-to-doubters-and-its-on-sale/
https://www.nasa.gov/press-release/nasa-launches-beta-site-on-demand-streaming-app-update-coming-soon
https://beta.nasa.gov/
https://climate.nasa.gov/
https://arstechnica.com/gadgets/2023/07/youtube-premium-gets-a-2-price-increase-now-13-99-a-month/
https://arstechnica.com/gadgets/2023/07/netflix-kills-basic-plan-making-its-cheapest-ad-free-tier-15-49/
https://arstechnica.com/gadgets/2023/07/android-phones-can-now-tell-you-if-theres-an-airtag-following-you/


 

 

 

  

https://www.gnod.com/ Creates maps of similar things. A great way to find new things you like. 
Music https://www.music-map.com/  

Books https://www.literature-map.com/ 
Movies  https://www.movie-map.com/ 

Products https://www.productchart.com/ 

 
WT Social is a social network developed by the founder of Wikipedia. 
Users are rated by how trustworthy their posts are. 
 
ECONOMY 

Fitch Downgrades the United States' Long-Term Ratings to 'AA+' from 'AAA' 
“The rating downgrade of the United States reflects the expected fiscal deterioration over the next three 
years, a high and growing general government debt burden, and the erosion of governance …” 
 

Samsung’s profits are down 95 percent for a second consecutive quarter. 
Samsung is still suffering under a glut of unsold memory chips.  
 

The latest inflation data: the CPI is down to 3%, the lowest level since March 2021. This 3% inflation rate 
is despite shelter inflation still being reported at 7.8% with a 1/3 weight in CPI. Therefore, ex-shelter, the 
inflation rate is now less than 1%. (from SeekingAlpha) 
 

 
CHATBOTS and AI 

The rise of AI newsbots in India. 
The phenomenon is mirrored in other Asian markets, from China to Southeast Asia, where artificial news 
anchors are starting to change the face of news broadcasting. 
 
Google just changed its privacy policy to reflect broader uses of all the surveillance data it has captured 
over the years. Data will be used to train AI. 
 
AI and Microdirectives – Law enforcement by machine? 
Imagine a future in which AIs automatically interpret and enforce laws. 
  
Microsoft 365 Copilot. 
At least in this early form, Windows Copilot is cobbled together from Bing Chat and barely integrated 
into Windows. I may be a bit cynical - Microsoft’s last new and exciting feature promised about the same 
thing — Cortana. “Just because you can add AI to something doesn’t mean you should.” 
Licensing and Q&A: "Microsoft 365 Copilot will be an add-on license available for Microsoft E3, E5, 
Business Standard, and Business Premium customers to begin… More information will be provided in the 
future."  Some sites mention a license cost of $20 per user.  
 
 

https://www.gnod.com/
https://www.music-map.com/
https://www.literature-map.com/
https://www.movie-map.com/
https://www.productchart.com/
https://wt.social/
https://www.fitchratings.com/research/sovereigns/fitch-downgrades-united-states-long-term-ratings-to-aa-from-aaa-outlook-stable-01-08-2023
https://arstechnica.com/gadgets/2023/07/samsungs-profits-are-down-95-percent-for-a-second-consecutive-quarter/
https://www.cnbc.com/video/2023/07/12/inflation-rose-just-0-point-2-percent-in-june-less-than-expected-as-consumers-get-a-break-from-price-increases.html
https://www.bls.gov/news.release/cpi.nr0.htm
https://seekingalpha.com/article/4616883-urgent-warning-for-reit-investors
https://asia.nikkei.com/Business/Media-Entertainment/Rise-of-AI-newsbots-shakes-up-India-s-media-landscape
https://www.schneier.com/blog/archives/2023/07/google-is-using-its-vast-data-stores-to-train-ai.html
https://www.schneier.com/blog/archives/2023/07/ai-and-microdirectives.html
https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
https://techcommunity.microsoft.com/t5/microsoft-365-copilot/microsoft-365-copilot-ama/ec-p/3873744


 

 

 

 
AI-enabled brain implant helps patient regain feeling and movement. 
 
PASSKEYS 

Passkeys are designed to provide a more secure alternative to passwords for logging in to online sites or 
services. Unlike passwords, passkeys cannot be targeted by phishing attacks. The setup involves digital  
signatures and verification through a device, such as a smartphone. 
 

What is a passkey? (NY Times) 
 

 
The Keeper password manager now supports passkeys. This is a significant benefit since passkeys are 
otherwise tied to a single device. 
 
Vendor websites supporting passkey:  
Adobe, Apple, Google, Microsoft, Paypal, Shopify. 
 
Directory of supported sites: 
 https://passkeys.directory/ 
 https://www.keepersecurity.com/passkeys-directory/ 
 
Using passkeys on Android phones. 
 

SECURITY 

Apple patches zero-day flaws impacting iPhones, iPads, and Macs. Be sure to update. 
 
Exploitation of recent Citrix ShareFile vulnerability now seen. 

https://www.engadget.com/ai-enabled-brain-implant-helps-patient-regain-feeling-and-movement-073711090.html
https://www.nytimes.com/wirecutter/blog/what-are-passkeys-and-how-they-can-replace-passwords/
https://www.keepersecurity.com/passkeys/%3e
https://helpx.adobe.com/manage-account/using/secure-sign-in-with-passkey.html
https://support.apple.com/guide/iphone/sign-in-with-passkeys-iphf538ea8d0/ios
https://support.google.com/accounts/answer/13548313?hl=en
https://www.microsoft.com/en-us/security/business/solutions/passwordless-authentication?rtc=1
https://www.paypal.com/us/cshelp/article/what-are-paypal-passkeys-help997
https://help.shopify.com/en/manual/your-account/logging-in/passkeys
https://passkeys.directory/
https://www.keepersecurity.com/passkeys-directory/
https://www.digitaltrends.com/mobile/what-are-passkeys-how-to-replace-passwords-android-iphone/
https://thehackernews.com/2023/07/apple-rolls-out-urgent-patches-for-zero.html


 

 

 

Citrix patched the flaw in June 2023 with the release of ShareFile storage zones controller version 
5.11.24, warning that it could lead to full application compromise.  
  
Stolen Microsoft security key allowed access to Microsoft cloud services. 

1.  A key used to sign tokens for consumer MSA accounts was stolen.  
2. Due to a misconfiguration, tokens signed by that key were also usable to steal e-mails from Exchange 
Online customers using AAD identity." 
3. Some government e-mail domains were compromised. 
 
It is very unlikely that your Office 365 account was affected since you are probably not multitenant. It 
does show how even trusted vendors can get hacked.  
 

 
 
It means that applications that use the "Log in with Microsoft" feature could also be affected. For 
technical details, read this Wiz blog post.  
"It is imperative for these applications to immediately refresh the list of trusted certificates," Tamari 
urged. "Microsoft advises refreshing the cache of local stores and certificates at least once a day."  
(Computers that can connect to the Windows Update site receive updated CTLs on a daily basis. ) 
More: Azure AD 'Log in With Microsoft' authentication bypass affects thousands. 
           Analysis of Storm-0558 techniques for unauthorized e-mail access. 
 

Microsoft has agreed to provide more access to security logs as a result of this incident. 
Microsoft previews Strict Location Enforcement to thwart stolen token access. 
 
Hot Topic discloses data breach. 
Everlast hacked, customer credit cards compromised. 
HCA Healthcare patient data stolen and for sale by hackers. 
Rite Aid reports major data breach compromising customer information 
Over 400,000 corporate credentials stolen by info-stealing malware. 
The personal health information of 612,000 Medicare beneficiaries has been breached from CMS 
contractor Maximus Federal Services. 
 
As noted in CVE-2023-36884, targeted attacks are using specially crafted Office documents. 

https://www.securityweek.com/exploitation-of-recent-citrix-sharefile-rce-vulnerability-begins/
https://borncity.com/win/2023/07/22/stolen-aad-key-allowed-storm-0558-wide-ranging-access-to-microsoft-cloud-services/
https://www.wiz.io/blog/storm-0558-compromised-microsoft-key-enables-authentication-of-countless-micr
https://www.darkreading.com/cloud/microsoft-365-breach-risk-widens-millions-of-azure-ad-apps
https://learn.microsoft.com/en-us/windows-server/identity/ad-cs/configure-trusted-roots-disallowed-certificates
https://www.darkreading.com/cloud/azure-ad-log-in-with-microsoft-authentication-bypass-affects-thousands
https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/
https://www.microsoft.com/en-us/security/blog/2023/07/19/expanding-cloud-logging-to-give-customers-deeper-security-visibility/
https://redmondmag.com/articles/2023/07/28/microsoft-strict-location-enforcement.aspx
https://cybernews.com/security/hot-topic-discloses-data-breach/
https://cybernews.com/security/everlast-hacked-credit-cards-compromised/
https://www.cnbc.com/2023/07/10/hca-healthcare-patient-data-stolen-and-for-sale-by-hackers.html
https://local21news.com/news/local/rite-aid-reports-major-data-breach-compromising-customer-information-health-information-
https://www.bleepingcomputer.com/news/security/over-400-000-corporate-credentials-stolen-by-info-stealing-malware/
https://www.cms.gov/newsroom/press-releases/cms-responding-data-breach-contractor
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36884?fbclid=IwAR2NCBKhbhz9oSoA3ZxHljjhJMv-FpXqfrKX-8IKTeV-VnAxY8pyooYMkEI


 

 

 

There is no patch yet. The best thing you can do is just not click. 
 

HUMOR 
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