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Windows Update will automatically initiate a feature update to version 22H2 for Windows 10 devices
running at home and at companies in unmanaged enterprise environments. Many unmanaged Windows 10
computers have already been upgraded to Windows 11.

We recommend upgrading to Windows 11 after confirming your hardware and software are compatible.

Microsoft products reaching the end of support October 10, 2023:
e Windows 11 21H2 (22000) Home and Pro.
Windows Server 2012 and R2
Hyper-V Server 2012 and R2
Windows Storage Server 2012 and R2
Internet Explorer 7
e Microsoft Office 2019 for Mac, including the individual products.
Entering extended support in October 2023:
e Microsoft Office 2019, including the individual products.

Office documents can be autosaved only if stored on Microsoft’s OneDrive or SharePoint.
Autorecover is available to save a local copy every 10 minutes but must be turned on. Here’s How. You
can turn off the marketing messages to set up OneDrive by disabling “AutoSave files...” in Word
Options/Save.

Save documents

AutoSave files stored in the Cloud by default in Word

Save files in this format: | Word Document (*.docx)

Save AutoRecover information every | 10 ° | minutes

Keep the last AutoRecovered version if | close without saving

AutoRecover file location: l C\Users\TimHome\AppData\Roaming\Microsoft\Word\ I l Browse... I

LastPass password manager users have been experiencing significant login issues starting early May
after being prompted to reset their authenticator apps. Numerous users have been locked out of their
accounts and unable to access their LastPass vault, even after successfully resetting their MFA
applications (e.g., LastPass Authenticator, Microsoft Authenticator, Google Authenticator).

Affected customers cannot seek assistance from support since contacting LastPass support requires
logging into their accounts which they can't do because they're locked in an infinite loop of being
prompted to reset their MFA authenticator.

Don’t go small on a Solid State Drive (SSD). Service lifetime for an SSD depends on how many times it
is written to and how much reserve space has been set aside to replace bits in the drive that have gone
bad. The way reserve space works is that the larger the drive, the longer the probable lifetime of the drive.

Twitter's bot spam keeps getting worse.

Windows 11 will get support for 7-Zip, RAR, and GZ as archive formats in addition to ZIP.



https://borncity.com/win/2023/05/30/windows-10-21h2-reaches-end-of-live-forced-upgrade-to-22h2/
https://learn.microsoft.com/en-us/lifecycle/end-of-support/end-of-support-2023
https://office-watch.com/2023/word-save-reminder-microsoft-insult/
https://davescomputertips.com/how-to-set-up-word-excel-autosave-without-onedrive/
https://www.bleepingcomputer.com/news/security/lastpass-users-furious-after-being-locked-out-due-to-mfa-resets/%3e
http://community.logmein.com/t5/LastPass-Support-Discussions/Authenticator-Reset/m-p/305738
http://community.logmein.com/t5/LastPass-Support-Discussions/Authenticator-Reset/m-p/305738
https://www.askwoody.com/newsletter/free-edition-terabyte-update-2023/
https://www.bleepingcomputer.com/news/security/twitters-bot-spam-keeps-getting-worse-its-about-porn-this-time/
https://borncity.com/win/2023/05/26/windows-11-gets-support-7-zip-rar-and-gz-as-archive-formats-in-addition-to-zip/

Amazon AntiTrust suit from the FTC. Another FTC suit is alleging prime membership trickery.

Showtime is moving to Paramount+. Paramount+ featuring Showtime will be $12/Month.
Netflix Tests Killing Off Its 'Basic’ Subscription in Canada.

The Trust equation — a tool for improving your skill with customers/clients.

CHATBOTS and Al

Harvard class is being taught by Al instructor.

Junk news sites are abusing ad systems with Al-generated content.

OpenAl Sued for using 'stolen’ data, violating your privacy with ChatGPT.
SECURITY

Apple security updates fix known exploit — update now.

Fortinet firewalls must be on the latest patch if SSL VPN is enabled. We will be contacting you if you
are affected. “CVE-2023-27997 is exploitable and allows an unauthenticated attacker to execute code
remotely on vulnerable devices with the SSL VPN interface exposed on the web.”

MOVEit security breach

Over 130 companies have had data compromised because they were using MOVEit software, which
turned out to have a security flaw.

Among those affected were CAL-PERS and CAL-STRS retirement systems. Data exposed includes
Social Security Number, date of birth, and zip code. Pension data was not accessed.

Norton LifeLock had employee data compromised.

The Department of Health and Human Services (HHS) is investigating what was exposed.

Shell, British Airways, Boots, Johns Hopkins, NYC Schools, Siemens Energy, the Department of
Energy, along with some state and federal agencies, also lost data or got hacked.

We have confirmed that none of our clients are using the MOVEit software.

If your Social Security number was exposed, be sure to:

Lock (freeze) your credit files.

Create an online IRS account if you have not already, and set a PIN.

Create an account for California taxes with the FTB. You will get a PIN by mail.

Create an online Social Security account and make sure you have a very secure password.

If you know your Social Security information has been compromised, you can request to Block Electronic
Access. This is done by calling 1-800-772-1213.

For many years, the IRS would provide a PIN only to those who had suffered an identity theft. Now,
anyone may proactively file for this additional protection.

Before you think that e-filing or extending your return puts you at risk for identity theft, be aware that the
IRS has admitted that the personnel who key-enter your paper return will sometimes steal your identity —
because they have access to your entire tax return. Sending the return using an online tax filing service
can actually be safer.

Meduza stealer targets 19 password Managers and 76 Crypto Wallets
It's currently being offered for sale on underground forums. The information stolen by the malware is
made available through a user-friendly web panel. No programming required.



https://www.bloomberg.com/news/articles/2023-06-29/amazon-major-ftc-antitrust-case-expected-in-coming-weeks
https://www.bleepingcomputer.com/news/security/ftc-amazon-trapped-millions-into-hard-to-cancel-prime-memberships/
https://gizmodo.com/paramount-plus-with-showtime-launches-today-1850580953
https://gizmodo.com/netflix-no-longer-offering-basic-subscription-in-canada-1850576048
https://trustedadvisor.com/why-trust-matters/understanding-trust/understanding-the-trust-equation%3e
https://futurism.com/the-byte/harvard-ai-instructor
https://gizmodo.com/study-junk-news-sites-ad-systems-ai-generated-content-1850578259
https://www.pcmag.com/news/openai-sued-for-using-stolen-data-violating-your-privacy-with-chatgpt
https://www.cepro.com/control/interfaces-devices/apple-issues-urgent-security-fixes-for-ipad-ios-vulnerability/
https://www.bleepingcomputer.com/news/security/300-000-plus-fortinet-firewalls-vulnerable-to-critical-fortios-rce-bug/
https://www.reuters.com/technology/who-is-behind-sweeping-moveit-hack-2023-06-27/#:~:text=June%2027%20(Reuters)%20%2D%20The,.PA)%2C%20among%20others.
https://www.securityweek.com/ransomware-group-used-moveit-exploit-to-steal-data-from-dozens-of-organizations/
https://www.calpers.ca.gov/page/home/pbi
https://www.ai-cio.com/news/calpers-calstrs-genworth-among-those-affected-by-moveit-data-breach/
https://www.sacbee.com/news/politics-government/the-state-worker/article276875708.html
https://www.securityweek.com/norton-parent-says-employee-data-stolen-in-moveit-ransomware-attack/
https://community.norton.com/en/forums/gen-digital-norton-employee-data-stolen-moveit-ransomware-attack
https://www.bleepingcomputer.com/news/security/hackers-steal-data-of-45-000-new-york-city-students-in-moveit-breach/
https://www.bleepingcomputer.com/news/security/siemens-energy-confirms-data-breach-after-moveit-data-theft-attack/
https://www.reuters.com/technology/us-energy-dept-got-two-ransom-requests-cl0p-data-breach-2023-06-16/
https://www.reuters.com/technology/us-energy-dept-got-two-ransom-requests-cl0p-data-breach-2023-06-16/
https://www.nerdwallet.com/article/finance/how-to-freeze-credit
https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
https://www.ftb.ca.gov/myftb/create-an-account.html
https://www.ssa.gov/myaccount/security.html
https://www.ssa.gov/pubs/EN-05-10064.pdf
https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
https://thehackernews.com/2023/07/evasive-meduza-stealer-targets-19.html

Top routinely exploited software bugs.
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