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Windows 11 will be available on October 5th.  It will be a free upgrade for Windows 10 users. We 

recommend waiting to install it on business systems. 

Windows 11 will require TPM 2 hardware, which is in most recently purchased computers. They have 

modified the hardware requirements slightly to include more older computers. An updated compatibility 

checker can be downloaded here, to see if your computer meets the hardware requirements for Windows 

11.   

 
It looks and sounds a bit different but should be an easy transition for Windows 10 users.  

Most existing software will work. Updated drivers may be needed to take advantage of some new video 

and security features. The most significant changes are improvements in security.  

Windows 11 will get feature updates once a year rather than twice. 

Windows 11 FAQ: Everything you need to know.  Feature list 

Details on Windows 10 and 11 hardware and security features for the technically inclined. 

 

Microsoft will support Windows 10 through October 14, 2025. The next Windows 10 version (21H2) is 

planned for early October.  It will be a minor update for those that installed the May 2020 or later update, 

and a reinstall for older systems. Versions prior to May 2020 are no longer receiving security updates, and 

should be updated right away. 

 

Windows Server 2022 released  

New features include improvements in security, storage and networking, and greater integration with 

Azure cloud services. There is a clear emphasis on pushing customers toward running servers in the 

Azure cloud rather than on premises.  Technical details 

Prices have gone up slightly, with the same three editions: essentials, standard, and datacenter. 

 

Windows Server 2022 will be supported for 5 years. Microsoft has now abandoned the semi-annual 

channel in which server releases were only supported for 18 months.  

 

Torian Group Times 
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https://blogs.windows.com/windowsexperience/2021/08/31/windows-11-available-on-october-5/
https://techgenix.com/what-is-tpm-windows-11/
https://blogs.windows.com/windows-insider/2021/08/27/update-on-windows-11-minimum-system-requirements-and-the-pc-health-check-app/
https://www.microsoft.com/en-us/software-download/windowsinsiderpreviewpchealth
https://www.zdnet.com/article/windows-11-faq-everything-you-need-to-know
https://www.tomshardware.com/news/windows-11-everything-you-need-to-know
https://docs.microsoft.com/en-us/windows-hardware/get-started/
https://docs.microsoft.com/en-us/lifecycle/products/windows-10-home-and-pro
https://blogs.windows.com/windowsexperience/2021/07/15/introducing-the-next-feature-update-to-windows-10-21h2/
https://docs.microsoft.com/en-us/windows/release-health/release-information
https://cloudblogs.microsoft.com/windowsserver/2021/09/01/windows-server-2022-now-generally-available-delivers-innovation-in-security-hybrid-and-containers/
https://docs.microsoft.com/en-us/windows-server/get-started/whats-new-in-windows-server-2022
https://www.techrepublic.com/article/windows-server-2022-these-are-the-big-changes-that-microsoft-has-planned/
https://www.microsoft.com/en-us/windows-server/pricing
https://www.theregister.com/2021/07/28/windows_server_2022_sac/
https://www.microsoft.com/en-us/microsoft-365/blog/2021/08/19/new-pricing-for-microsoft-365/


Microsoft 365, Office 365 to cost a little bit more starting next March 

Microsoft 365 Business Basic: $6, up from $5. 

Microsoft 365 Business Premium: $22, up from $20. 

Office 365 E1: $10, up from $8. 

Office 365 E3: $23, up from $20 

Office 365 E5: $38, up from $35 

Microsoft 365 E3: $36, up from $32 

A web version of Visio is now included in Microsoft 365 commercial plans at no additional cost. 

 

Microsoft Defender for Endpoint Plan 1 is a new product 

 

If you use the Microsoft To Do app, update to version 2.49 or higher before the end of October 2021 to 

avoid any issues with cross-device syncing. Stay logged in to avoid losing un-synced data. 

 

From early October on, the Teams app for iOS will require iOS 14 or above. 

Starting September 13, 2021, Outlook mobile (Apple and Android) will stop syncing calendars on 

Facebook, Meetup, and Evernote. 

 

The Office for Android apps won’t be supported on Chromebook devices after mid-September. That 

leaves Chromebook users with Office on the web and Outlook.com in the Chrome browser.  

The future of the OneDrive app for Chromebook is unclear.  

 
Check out the IFTTT page for OneNote  

 

Duo Mobile version 4.0.0 is scheduled to roll out to users starting October 11th. 

Be sure to update if you use the DUO app. 

Guide to the new Duo Mobile version 4.0.0 for Duo administrators 

  

Avast bought by Norton for 8.6 billion US dollars 

  

General Motors will temporarily halt production at all but four of its North American factories 

due to chip supply constraints. 
 

What Climate Change Means for California (pdf from the EPA) 

Overview of Projected Temperature Change in the California Central Valley 

 
 

COVID 

 

https://www.microsoft.com/en-us/microsoft-365/blog/2021/08/19/new-pricing-for-microsoft-365/
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/introducing-microsoft-defender-for-endpoint-plan-1/ba-p/2636641
https://www.techradar.com/news/microsoft-teams-will-is-soon-stop-working-on-these-apple-devices
https://office-watch.com/2021/office-apps-for-chromebook-to-be-stopped/
https://ifttt.com/onenote
https://help.duo.com/s/article/7000?language=en_US
https://borncity.com/win/2021/08/12/avast-wird-von-norton-fr-86-milliarden-us-dollar-gekauft
https://www.engadget.com/gm-halts-car-production-chip-shortages-200334864.html?src=rss
https://19january2017snapshot.epa.gov/sites/production/files/2016-09/documents/climate-change-ca.pdf


Watch How SARS-CoV-2 Spreads through Mice 
 
Tracking how the coronavirus crushed California’s workforce 

 

COVID-19: Implications for business (McKinsey update) 

“McKinsey’s analysis supports the view of others that the Delta variant has effectively moved 

overall herd immunity out of reach in most countries for the time being.” 

US consumer spending recovered in the second quarter of 2021, driven by increasing vaccination 

rates, stimulus payments in March 2021, and the general reopening of the economy. 

 
43% of eligible Tulare County residents are fully vaccinated 
Experts warn that vaccination deserts in one region can affect the community at large. Areas with 

a high concentration of unvaccinated residents who do not practice social distancing or mask-

wearing can create the perfect conditions for the spread of the Delta variant. 

“…These conditions can sew distrust in government, she said. During a pandemic, that could 

explain why many residents in unincorporated areas are more likely to believe misinformation 

circulating within their communities rather than advice from government officials or public 

health departments.” 

 
SECURITY 

 

Storing your passwords in your browser can be risky. Chrome will automatically import your passwords 

from other browsers. Chromepass is a free utility to expose all passwords saved in chrome. Other 

browsers have similar tools. You can encrypt your Chrome data and log out of your browser session each 

time you close it. However, most people who are still saving passwords in their browser probably won’t 

bother. Be sure to turn off password saving in your browser. You are better off using a more secure 

password manager such as LastPass or OnePassword. 

 

Browsers now have the ability to send “notifications” to your desktop. It is easy to “Allow” without 

realizing you are setting yourself up for desktop spam.  

 
We have had several clients who thought they had malware after allowing notifications on websites. 

 

Cisco router RV models need a firmware update 

CVE-2021-1609 impacts RV340, RV340W, RV345, and RV345P Dual WAN Gigabit VPN routers, 

while CVE-2021-1602 affects RV160, RV160W, RV260, RV260P, and RV260W VPN routers. 

The remote management feature is vulnerable. It is disabled by default on all affected VPN router models. 

 

Cisco Small Business RV110W, RV130, RV130W, and RV215W Routers have serious flaws which 

will not be patched as these models are no longer supported. Turning off UPnP is a workaround, but these 

should be replaced. 

https://www.laboratoryequipment.com/578437-Watch-How-SARS-CoV-2-Spreads-through-Mice/
https://www.latimes.com/projects/california-coronavirus-cases-tracking-outbreak/unemployment/
https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/covid-19-implications-for-business
https://www.mckinsey.com/business-functions/marketing-and-sales/our-insights/survey-us-consumer-sentiment-during-the-coronavirus-crisis
https://www.fresnobee.com/news/coronavirus/article253096143.html
https://www.alertra.com/blog/hackers-can-read-your-browser-passwords
http://blog.elliottkember.com/chromes-insane-password-security-strategy
https://www.nirsoft.net/utils/chromepass.html
https://www.bleepingcomputer.com/news/security/cisco-fixes-critical-high-severity-pre-auth-flaws-in-vpn-routers/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv340-cmdinj-rcedos-pY8J3qfy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv-code-execution-9UVJr7k4
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cisco-sb-rv-overflow-htpymMB5


 
Make sure you have at least protected your email with 2-factor authentication. 

A shocking number of cyberattacks are publicly attributed to account compromises linked to a lack 

of MFA (Multi-Factor Authentication): In 2020, Microsoft’s Alex Weinert said that 99.9% of 

successfully attacked Microsoft 365 accounts had MFA disabled. 

 
75% of enterprise security managers plan to increase MFA spending 
 

Billions of devices impacted by new Bluetooth vulnerabilities 

Vulnerable to these attacks are Microsoft Surface laptops, Dell desktops, and several Qualcomm-based 

smartphone models.  It requires being in Bluetooth signal range (about 30 Ft.).  

Turn off Bluetooth if you are not using it.  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-28139 

 

Google revealed seven high-rated security threats in Chrome on all major operating systems, including 

Android, Windows, iOS, and Linux. 

  

American Express Card data breach 

The Amex Card data breach involved a partner merchant and not Amex itself. However, if you're one of 

the customers whose credit card and personal information was stolen, the difference is negligible. 

 

AT&T denies data breach after hacker auctions 70 million user database 
  
Wanted: Disgruntled Employees to Deploy Ransomware.   

 
 

https://www.bleepingcomputer.com/news/security/chemical-distributor-pays-44-million-to-darkside-ransomware/
https://www.industrialdefender.com/florida-water-treatment-plant-cyber-attack
https://www.eset.com/us/about/newsroom/corporate-blog/multi-factor-authentications-role-in-thwarting-ransomware-attacks/
https://www.welivesecurity.com/2020/03/09/microsoft-99-percent-hacked-accounts-lacked-mfa/
https://www.welivesecurity.com/2020/03/09/microsoft-99-percent-hacked-accounts-lacked-mfa/
https://www.yubico.com/blog/75-of-enterprise-security-managers-plan-to-increase-mfa-spending-according-to-new-study-by-yubico-and-451-research/
https://asset-group.github.io/disclosures/braktooth/
https://www.sony.com/electronics/support/articles/00014085
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-28139
https://www.ghacks.net/2021/08/23/google-issues-another-security-threat-warning-fourth-time-in-two-months/
https://www.upguard.com/blog/the-amex-partner-data-breach-and-downstream-liability
https://www.upguard.com/blog/data-breach
https://www.bleepingcomputer.com/news/security/atandt-denies-data-breach-after-hacker-auctions-70-million-user-database/
https://krebsonsecurity.com/2021/08/wanted-disgruntled-employees-to-deploy-ransomware/


HUMOR 

 
 

 

“Someone cracked my password. Now I need to rename my puppy.” 

 

TORIAN GROUP 

  

You may have noticed a set of hidden folders and files showing up on the root of all of your 

drives.  

If not, you can ignore this – you probably have your computer set not to show hidden files.   

 

They look like this: 



 
  

This was put there by the SentinelOne anti-malware software as a part of the ransomware 

detection /protection feature of the software. 

These files are monitored to see if they get modified by ransomware. If they are, the computer 

will immediately take action to prevent any other files from being encrypted or modified by the 

ransomware - preventing the attack from spreading. This is why they are present in the root of 

each drive or drive share. These files were in the documents folder and were added to the root of 

each drive with the SentinelOne upgrade released 9/2/2021. 

   

Please leave them alone if possible. Removing them will not stop other malware protection, but 

it voids the ransomware protection insurance that comes with SentinelOne. 

  

You may also see this message during the update process: 

  

 
  

More information from: 
Ransomware by Allan Liska, Timothy Gallo | O'Reilly Press  
Honeyfiles and Honeydirectories 
One method of detecting ransomware on a system or a network is the use of a honeyfile. A honeyfile 
takes the honeypot concept and moves it to the file level. A honeypot is an exposed system that is 
designed to look vulnerable to attacks. An attacker will compromise the system, and the security team is 
alerted to the fact that there is a hacker inside their network or attempting to get inside the network.  
https://www.oreilly.com/library/view/ransomware/9781491967874/ch04.html 
  
We do a “dark web” search for compromised login credentials for your email domain as part of 

maintenance. Contact us if you would like a report. 

 

Tim Torian 
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