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We now recommend installing (or having us install) the Windows 10 October 2020 update 

(Version 20H2, released October 2020) along with the Cumulative Update KB4586853  which 

fixes some serious bugs.  

Again, Windows 10 version 1903 (and earlier) will reach end of support this month on December 

8, 2020.  There will be no security updates, making your computer more vulnerable to malware. 

We will be contacting you to schedule an update if you have systems that will be unsupported. 

 

As mentioned last month, changes in Windows 20H2 are minor:  PC World review  ZD Net 

review  Known issues  Download it here  Support page. 

 
  

Due to the COVID-19 pandemic, Microsoft has postponed retirement of Basic Authentication for 

Exchange Online until the second half of 2021. This will affect Outlook 2013 and earlier, and 

those using “app passwords” for Outlook.  

 

Microsoft Teams is now free to use for 24-hour video calls - all in a browser. They are rapidly 

adding improvements. ZDNet article  Forbes article  The Verge article  

 

Your complete guide to videoconference filters and background effects  

 

We have had inquiries about purchasing Zoom since it is so popular. If you have an Office 365 

subscription, you probably have already paid for Teams. You can send invitations to non-Teams 

users, but it takes a few extra steps compared to Zoom.  

Schedule a meeting 

1. Select New meeting. 

2. Type in a meeting title and enter a location. 
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https://borncity.com/win/2020/12/01/windows-10-2004-20h2-update-kb4586853-korrigiert-inplace-bug/
https://support.microsoft.com/help/4586853/
https://www.ghacks.net/2020/11/07/microsoft-will-enforce-windows-10-version-1903-upgrades-because-of-end-of-support/
https://www.pcworld.com/article/3574951/reviewed-windows-10-october-2020-update-inches-in-the-right-direction.html
https://www.zdnet.com/article/whats-new-in-windows-10-version-20h2/
https://www.zdnet.com/article/whats-new-in-windows-10-version-20h2/
https://docs.microsoft.com/en-us/windows/release-information/status-windows-10-20h2
https://www.microsoft.com/en-us/software-download/windows10
https://support.microsoft.com/en-us/help/4555932
https://www.davidlimonline.com/blog/tag/how+to+enable+modern+authentication+for+Office+365+tenant
https://www.theverge.com/2020/11/20/21579076/microsoft-teams-free-video-calling-web-zoom-competition
https://www.zdnet.com/article/microsoft-starts-adding-consumer-features-to-teams-desktop-and-web-apps/
https://www.forbes.com/sites/kateoflahertyuk/2020/10/25/microsoft-teams-battles-zoom-with-superb-new-features/?sh=6fdba0396658
https://www.theverge.com/2020/12/1/21754862/microsoft-teams-calling-update-carplay-onedrive-recording-features
https://www.fastcompany.com/90479757/from-soft-lighting-to-the-golden-gate-bridge-your-complete-guide-to-video-conference-filters
https://support.microsoft.com/en-us/office/join-a-meeting-without-a-teams-account-c6efc38f-4e03-4e79-b28f-e65a4c039508?ui=en-us&rs=en-us&ad=us


An online meeting is created by default. 

3. Choose a start and end time and add details if needed. 

4. Enter names in the Invite people box to add them to the meeting. 

Note: To invite someone outside your organization, type in their email address, and they'll get an 

invite to join as a guest — even if they don't have Microsoft Teams. 

 

The recipient just needs to click on a web link to join the meeting.  

 

Zoom’s Microsoft Teams integration allows you to start an instant (Zoom) meeting or join a 

scheduled meeting from within the Microsoft Teams persistent Zoom Meetings tab. 

 

Zoom Rooms (dedicated hardware) will be able to join Microsoft Teams meetings, and Microsoft 

Teams Rooms will be able to join Zoom meetings, all without the purchase of additional licenses 

or third-party services.  

 

Older Android phones will start failing on some secure websites in 2021 

 

If you're inactive for 2 years (24 months) in Gmail, Drive, or Photos, Google may delete the 

content in the product(s) in which you're inactive. 

 

Comcast to Institute 1.2TB Data Caps for Xfinity Users in Northeast US 

The 1.2TB data cap has already been in place in the Western and Southern US for about two-

thirds of the Xfinity customer base. 

 

FBI warns of disinformation campaigns about hacked voter systems. 

William Evanina, the Director of the U.S. National Counterintelligence and Security Center 

(NCSC), shared info on real and ongoing election influence efforts linked to China, Russia, and 

Iran, before the 2020 US elections. 

Election Security facts 

  

Tech innovations to watch as they move forward in light of the response to coronavirus. 

 

Latest tech advances and the fight against COVID-19. 

  

Innovators are helping address COVID-19 with their innovations across 12 categories.  

 

SECURITY 

 
Hotel Booking Firm Leaks Data including full names, email addresses, national ID numbers and 

the phone numbers of hotel guests. For hundreds of thousands of individuals, card booking details 

including card number, cardholder’s name, CVV and expiration date, were also exposed. 

Prestige’s Cloud Hospitality platform appears to be used by many of the top online travel agent 

sites, including Agoda, Expedia, Booking.com and Hotels.com. 

 

Over 300K Spotify accounts hacked in credential stuffing attack 

Affected users will have gotten an email asking them to change their password.  If you have used 

the same password on other sites, change those as well. 

 

The Fortinet products with unpatched Fortinet FortiOS are under targeted attack. And Darknet 

has a list of credentials for such systems in circulation. We will contact you if your Fortinet 

firewall needs updating to prevent this risk. 

 

Sam's Club customer accounts hacked in credential stuffing attacks 

https://zoomappdocs.docs.stoplight.io/zoom-for-microsoft-teams
https://zoom.us/zoomrooms?zcid=1231
https://www.zdnet.com/article/older-android-phones-will-start-failing-on-some-secure-websites-in-2021/
https://www.google.com/appserve/mkt/p/AD-FnEzMI_a6oNqZpzWKKBDmnwnDR24O9J5CpHEycJDZPsqppkH9C0gjEbYttLi9sWbd-qKTjbwUN3bwPkHKm7_zFEHNA_D4He4RC7oGR4CDb2NqJDocpA7Ju7i8UHZPDsTCTUYWooAXYYbmWmYs
https://www.pcmag.com/news/comcast-to-institute-12tb-data-caps-for-xfinity-users-in-northeast-us
https://www.bleepingcomputer.com/news/security/fbi-warns-of-disinformation-campaigns-about-hacked-voter-systems/
https://www.bleepingcomputer.com/news/security/us-shares-info-on-election-interference-tied-to-russia-china-iran/
https://www.cisa.gov/rumorcontrol
https://www.inc.com/joel-comm/4-tech-trends-you-dont-want-to-overlook-in-post-covid-world.html
https://www.medicalnewstoday.com/articles/wired-healthtech-2020-latest-advances-and-the-fight-against-covid-19
https://covid19innovationhub.org/categories
https://www.infosecurity-magazine.com/news/hotel-booking-firm-leaks-data/%3e
https://www.bleepingcomputer.com/news/security/over-300k-spotify-accounts-hacked-in-credential-stuffing-attack/
https://borncity.com/win/2020/12/01/us-cert-warnung-fortinet-ssl-vpns-absichern-passwrter-ndern/
https://www.bleepingcomputer.com/news/security/hacker-posts-exploits-for-over-49-000-vulnerable-fortinet-vpns/
https://www.bleepingcomputer.com/news/security/sams-club-customer-accounts-hacked-in-credential-stuffing-attacks


  

Hacker sells access to hundreds of corporate executives' email accounts 

  

  

TORIAN GROUP 
Pricing for the workstation agent we use to assist our customers will go up from $5 to $6 starting 

January 1st next year. We will be migrating to an improved antivirus product. We have been using 

Bitdefender antivirus. We will be migrating our managed clients to Endpoint Detection and 

Response, which is a SentinelOne product - with a higher cost.  It uses significantly less memory 

and CPU, yet provides better protection.  It received a top rating from Gartner. 

Pricing for Server backups will go from $50 to $55. 

 

HUMOR 

 
 

 
 

https://www.engadget.com/hacker-sells-c-suite-executive-email-account-access-215431246.html
https://www.solarwindsmsp.com/resources/introduction-integrated-endpoint-detection-and-response-edr-rmm
https://www.solarwindsmsp.com/resources/introduction-integrated-endpoint-detection-and-response-edr-rmm
https://www.sentinelone.com/press/highest-rated-in-gartner-2020-edr-voice-of-the-customer-report/
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