
Protect Your Facebook Accounts  

For many of us, social networking has become an important part of our everyday lives. And 
as Twitter, Facebook and other social networks continue to grow, more and more people of all 
ages are using the networks to share personal messages and take part in frivolous, sometimes 
silly chats. In this way, Facebook is not only replacing email and instant messaging as the 
preferred means of communicating with friends and colleagues—it is also replacing our once-
private diaries and journals.  

Just like a personal diary, my own Facebook pages have a lot of information that I'd like to keep 
private. In addition, I want my Facebook Business page to reflect well on my business. 

If you've ever had someone break into your Facebook account and edit your profile with strange 
or embarrassing information, then you've been "facejacked." Fortunately, Facebook has some 
great—and sadly underpublicized—features to stop even a person who has your password from 
accessing your account.  

Facebook have built in some great features to stop even a person who has your password from 
accessing your account, this stuff isn’t new, it’s just underused and under-publicized. If you 
regularly log in from the same device or devices, you can train Facebook to recognize those 
machines. You can ensure that if someone tries to log in from an unrecognized device that you 
are notified immediately (if you’re logged in). You can even make that person enter a code that 
will be sent as an SMS to your registered mobile phone. So unless the snooper has direct access 
to your personal computer or your mobile phone, they won’t be Facejacking (or the less 
salubrious term, fraping) you, and if they do have that kind of access, well, your problems might 
be bigger than just Facebook. 
  
So here’s how: 
  
1 – Log into Facebook and in the top right drop-down Account menu select “Account Settings“. 
  
2 – In the Settings screen that appears, click the Edit link next to “Account Security“. 
  
Make the following changes: 
  
a - Tick the box to enable secure browsing, this will ensure that your communication with 
Facebook is always encrypted where possible and guard and password stealing tools like 
Firesheep. 
  
b – Under Login notifications, select whether you would like an email or SMS notification 
when an unrecognized device tries to access your account. 
  
c – Under Login approvals tick the box to have a security code sent to your mobile device, and 
you’re all set. Even if someone knows your password, they still won’t be able to login without 
the security code. 
  



 
  

Here are some additional settings to check: 
Personal profile:  Account / Privacy settings (top right menu) 
Sharing ‐ 

Determine what the public sees 
Connecting  ‐  

Send you messages – this should be set to friends , or friends of friends  
see your friends list –this should be set to friends, or to friends of friends 

 



 
 

http://www.facebook.com/safety more information 
  
More security tips for Facebook: 
Phishing ‐ verify any email links before clicking on them 
Hijacking ‐ use a unique, strong password 
Use one time passwords on untrusted computers ‐ texts to phone 
Friend only those you know 
Block unwanted content 
 


